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Evidence-based Recommendations for Employee Performance Monitoring 

 

Abstract 

From security cameras to GPS tracking systems, nearly 80% of organizations use some type of 

electronic performance monitoring (EPM). EPM uses technology to gather, store, analyze, and 

report employee behavior data to assess performance and observe actions on the job (i.e., 

productivity, use of company time, incivility). The objective, real-time data that EPM systems 

collect can be used for performance appraisal, training and development, logistical tracking, 

wellness programs, employee safety, and more. Despite the organizational benefits of EPM, 

these systems can have adverse effects on employee satisfaction, organizational commitment, 

fairness perceptions, and employee behavior. Research provides evidence, however, that these 

downfalls can be mitigated by implementing these systems with employee attitudes and privacy 

perceptions in mind. Using theory and empirical research evidence, we offer five 

recommendations for maximizing the positive effects and minimizing the negative effects of 

EPM: (1) Be transparent with employees about EPM use, (2) be aware of all potential employee 

reactions to being monitored, (3) use EPM for learning and development rather than deterrence, 

(4) restrict EPM to only work-related behaviors, and (5) consider organizational makeup (i.e., 

size, job characteristics) when implementing an EPM system. 

 

Keywords: electronic performance monitoring, employee attitudes, privacy, organizational 

fairness 
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Evidence-based Recommendations for Employee Performance Monitoring 

1. What is Electronic Performance Monitoring? 

Electronic performance monitoring (EPM) refers to organizational systems that use 

technology to gather, store, analyze, and report employee behavior data to assess performance 

and observe actions on the job (i.e., productivity, use of company time, incivility) (Alge, 2001). 

A survey from a few years ago indicated that 78% of organizations utilize some type EPM 

(Ribitzky, 2007), and this number is likely even higher today as the evolution of technology 

provides more opportunities for data-gathering capabilities. At its most primitive, EPM can 

include surveillance camera systems and computer and phone monitoring/blocking systems, but 

the world of EPM has evolved recently to accommodate the popularity of wearable technologies 

and smartphones, including Fitbits and mobile GPS tracking applications. Indeed, in the modern 

workplace, “every e-mail, instant message, phone call, line of written code and mouse-click 

leaves a digital signal,” allowing organizations to generate patterns of employee behaviors 

inexpensively and make big-data driven decisions to improve efficiency and innovation (Lohr, 

2013). 

Reasons for implementing EPM are directed at both the individual employee and group 

level, and for measuring both positive (i.e. task performance, productivity) and negative 

employee behaviors, such as counterproductive work behaviors (CWBs). CWBs are intentional 

employee behaviors that oppose the interests and functioning of an organization, such as 

employee theft, absenteeism, and cyberloafing (i.e., spending time on the Internet engaging in 

non-work behaviors such as online shopping or gaming) (Dalal, 2005; Kidwell, 2010). 

Consequently, EPM systems may be implemented to surveil for theft, monitor use of company 
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time and resources for personal use, and deter cyberloafing behaviors by monitoring internet 

usage and blocking non work-related websites.  

EPM systems can monitor positive employee behaviors as well, such as productivity, 

performance, safety, and even personal health behaviors for training/development and work-life 

management. Tracking software such as WorkIQ and Desk Time allow companies to condense 

real-time employee behavior data into weekly or quarterly reports that are emailed directly to the 

employee, outlining how she used her computer time throughout the week (Agu, 2016). The 

process aims at helping employees become cognizant of their work behaviors, but it may also be 

used to make employment, promotion, or disciplinary decisions. Additionally, mobile tracking 

systems can provide useful logistic and time-oriented metrics to assist organizations in predicting 

delivery times and help employees engage in safer behaviors. For example, semi-truck company 

Ryder recently implemented driver-facing camera docks and satellite-based monitoring systems 

to record both positive and negative personal driver behaviors such as unproductivity, speeding, 

safe turning, abrupt braking, and unauthorized stops (Bowman, 2014). The primary goal of the 

system is to provide the company with minute-to-minute data regarding vehicle efficiency, fuel 

usage, and hours of service, but the data also provide drivers with useful information on the 

safety of their driving practices, allowing them to improve their proficiency of job-related 

behaviors (Bowman, 2014). Lastly, certain employees may even welcome location tracking 

systems in the workplace because the constant surveillance levels the playing field and holds 

coworkers accountable for their actions, such as arriving or leaving early on any given workday 

(Zetlin, 2009).  

Many organizations now wish to extend the big data capabilities of technology to assist 

employees outside of the workplace as well. For example, Castlight Health, used by major 
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employers such as Walmart and Time Warner, analyzes self-reported employee behavior, health 

searches, and self-assessments to assist employees with making better health choices or even 

recommending medical treatment. FitBits, wearable technologies that record body movements 

and heart rate, have infiltrated company buildings as well, and employees are often rewarded 

with paid time off for racking up steps and exercise time (McGregor, 2014). Although these 

examples do not necessarily assess employee performance, the data gathered nevertheless 

provide information regarding employee behavior and consequently blurs the boundaries 

between work and personal life. 

2. A Lesson in the Unintended Consequences of Monitoring 

When Myrna Arias accepted her job position with Intermex, a money transferring 

company based in the US, management required her to download a mobile resource management 

application called Xora that provides useful on-the-go web services for employees that often 

engage in client-related communication and travel. Although the location and communication 

capabilities of the app provided useful data regarding employee whereabouts and transportation 

metrics during work hours, Xora collected location information via GPS 24 hours per day, 7 days 

a week in order to function efficiently. Cognizant of this feature, Arias objected to the constant 

surveillance and requested that the application only be activated during work hours. Her manager 

insisted that Xora be active at all times for client call purposes, but also bragged to Arias about 

the exceptional accuracy of the application, claiming that he could even see how fast she was 

driving at any given time. Perturbed by the manager’s indiscreet use of the application and her 

now perceived loss of privacy, Arias decided to deactivate the application for her own privacy 

concerns. Arias, despite being an excellent employee, was scolded for her actions and was soon 
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fired for noncompliance, leading to a lengthy lawsuit between Arias and Intermex with damages 

of more than $500,000 for lost wages (Newman, 2015). 

It is apparent that Intermex had good intentions with Xora, but the execution failed to 

consider employee reactions to unfair monitoring practices, causing them to lose a good 

employee and suffer a legal financial burden. Cases such as this one are not limited to just 

Intermex and Xora. The aforementioned Castlight Health application can guide employees to 

adopt healthier behaviors, avoiding serious imminent health complications simply by analyzing 

user inputs. This wealth of data, however, can also lead to accurate predictions about extremely 

personal health issues, such as whether or not an employee is pregnant (Zarya, 2016). Under 

improper management, an employee could be denied a promotion for their personal health 

concerns, leading to yet another legal issue.  

When implemented correctly, monitoring practices can supply organizations with 

accurate, helpful, real-time data with minimal invasion upon the employees. But, when 

implemented incorrectly, monitoring can lead to both legal issues and other negative employee 

reactions, including decreases in employee satisfaction and commitment, and increases in 

perceived unfairness and CWBs. Considering the big data capabilities of modern electronic 

monitoring systems, organizations are likely to continue to adopt EPM and in more innovative 

ways, if they have not done so already. Thus it is important for organizations to understand the 

risks, limitations, and perceived invasiveness of the methods, as well as the evidence-based 

guidelines to ensure employee compliance, minimize legal issues, and ultimately reap the 

benefits of a workforce that is satisfied, committed, and engaged in learning and development in 

a monitored environment. 

3. Negative Employee Reactions to EPM 
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The way in which EPM is implemented and communicated to employees is crucial, 

because it is well-known in organizational research that employee attitudes are related to their 

behaviors (Ajzen & Fishbein, 2001). If implemented inappropriately, employees may experience 

negative attitudes towards the organization that can ultimately lead to decreased performance 

and/or CWBs, a cost that may far outweigh the intended benefits of the EPM system. Some 

examples of negative reactions to EPM are the following: 

 Feelings of privacy invasion (McNall & Roch, 2009; McNall & Stanton, 2011; Moorman & 

Wells, 2003; Stanton, 2000a). A recent simulated scenario experiment of 208 college 

students concluded that location monitoring in the workplace evokes feelings of privacy 

invasion, and these feelings are highest for individuals that do not have the option of turning 

the monitoring off outside of working hours (McNall & Stanton, 2011).  

 Perceptions of unfairness (McNall & Roch, 2009; Moorman & Wells, 2003; Stanton, 2000a; 

Stanton, 2000b). A study of 257 call center representatives concluded that being monitored 

on the job can lead to perceptions of unfairness towards managers, and feelings of 

informational unfairness (negative perceptions of the quality of information exchange 

between managers and subordinates) were highest for those that were not given an 

explanation for being monitored (McNall & Roch, 2009). 

 Decreased job satisfaction (Wells, Moorman, & Werner, 2007). A survey study of 330 sales 

and customer service representatives in a Midwestern telecommunications company 

demonstrated that EPM used to deter undesirable behaviors was met with lower employee 

satisfaction than EPM used for learning and developmental purposes (Wells, Moorman, & 

Werner, 2007).  

 Decreased organizational commitment (Wells, Moorman, & Werner, 2007). The same 
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survey study of 330 telecommunications employees also demonstrated that EPM for 

deterrence purposes negatively impacts an individual’s commitment to the organization, 

whereas EPM for developmental purposes (improving job performance) results in greater 

organizational commitment (Wells, Moorman, & Werner, 2007). 

 Increased CWBs (Willford, Tomczak, Jimenez, Ravid, & Behrend, 2017). A recent survey 

study was conducted with users from Amazon Mechanical Turk (MTurk), an online 

crowdsourcing platform hosted by Amazon Web Services that allows individuals and 

businesses to request tasks from users (i.e., survey responses, freelance work) and 

compensate them for their contributions. Researchers found that individuals who experience 

real-time computer and location monitoring also engaged in CWBs directed at both 

individuals (incivility towards coworkers) and the organization (i.e., showing up late, 

absenteeism) (Willford et al., 2017). 

 Lower task performance and productivity for less-skilled workers (Aiello & Kolb, 1995). A 

study of 202 undergraduates completing a monitored data entry task demonstrated that 

monitoring evokes a sense of evaluation apprehension, the conscious awareness of being 

watched and evaluated based on performance on a single task. Results indicated that 

monitoring causes low-skilled individuals to be even less productive but causes high-skilled 

individuals to be even more productive (Aiello & Kolb, 1995).  

 Greater perceptions of stress on work-related tasks (Aiello & Kolb, 1995). The same study 

of undergraduates completing the data entry task also concluded that monitoring evokes 

greater self-reported stress levels compared to non-monitored individuals. The findings in 

tandem suggest that monitoring new employees that are unfamiliar with work tasks may 

result in lower performance and higher stress (Aiello & Kolb, 1995). 
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The use of EPM is emerging and so is research on how it affects employees’ attitudes and 

subsequent behaviors. In 2015, researchers conducted a mixed-methods study of MTurk user 

responses to qualitative and quantitative surveys regarding experiences of work-related 

monitoring (Willford et al., 2015a). Amidst gaining knowledge of the various ways that 

employees are monitored (i.e. multisource big data collection), researchers found that active 

synchronous monitoring (i.e., monitoring real-time Internet usage and computer keystrokes) 

consistently elicited more perceptions of privacy invasion than passive asynchronous monitoring 

(i.e. email scanning) (Willford et al., 2015a). Perhaps even more important, strong feelings of 

privacy invasion can result in seriously harmful repercussions for organizations. Willford, et al. 

(2017) demonstrated these consequences in a subsequent study of MTurk (n = 537) users from 

various professions. Researchers found that participants who did not know if they were being 

monitored engaged in more organizationally-directed deviant work behaviors, such as arriving 

late, stealing from work, disclosing confidential information, and withdrawing effort (i.e., 

working slowly, taking longer breaks) on behalf of feelings of privacy invasion and procedural 

injustice (Willford, et al., 2017; Leventhal, 1980; Robinson & Bennett, 1995; Bhave, 2014). On 

the other hand, less invasive forms of EPM (e.g., blocking internet sites) were not associated 

with an increase in these behaviors, likely due to the fact that such monitoring has become 

generally accepted. The authors explained that EPM may be related to these negative behaviors 

because of employee perceptions of privacy invasion.  

Feelings that one’s privacy has been invaded or perceptions of unfairness fall under the 

umbrella of perceptions of organizational justice, which can have implications for employee 

attitudes, reactions, and behaviors. A meta-analysis using 190 primary studies (total of 64,757 

participants) demonstrates that perceptions of justice lead to positive attitudes and in turn positive 



 

9 

 

organizational behaviors (e.g., commitment, citizenship behavior, and performance), while 

perceptions of injustice lead to negative attitudes and in turn negative behaviors (e.g., CWBs) 

(Cohen-Charash & Spector, 2001). These findings were replicated in two studies by Ambrose 

and Schminke (2009). The authors surveyed 425 employees from 54 organizations varying in 

industry (e.g., technology, insurance, financial, food service) and found that overall perceptions 

of justice significantly predicted job satisfaction, commitment, and turnover intention. In a 

second study, the authors collected data on 137 employee-supervisor dyads to determine whether 

supervisor ratings of employee behaviors were related to employee perceptions of justice. 

Results indicated that overall employee perceptions of injustice were related to decreased 

performance and increased CWBs as judged by supervisors.  

When EPM is implemented inappropriately, these negative feelings increase. By 

following the guidelines presented in the following section, organizations can ensure that 

monitoring systems are less of an ominous burden and more of a tool for improvement for 

employees. 

4. Evidence-Based Recommendations for Using EPM 

 We examined the evidence from the scholarly literature and distilled the findings into 

five evidence-based recommendations to assist practitioners with creating EPM policies and 

implementing monitoring systems. As a preview and summary, Table 1 includes our 

recommendations.  

[Insert Table 1 about here] 

1. Be transparent with employees about EPM use. Transparency in organizational policies and 

procedures results in perceptions of fairness and justice in organizational research and 

practice (Aguinis, Joo, & Gottfredson, 2013; Leventhal, 1980, as cited in Wilford et al., 
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2015b). From compensation systems to promotions, employees are more likely to accept and 

see decisions as fair when organizations are transparent about the process involved in setting 

policies and procedures (Leventhal, 1980, as cited in Wilford et al., 2015b).  

This general empirical finding holds true for EPM systems. In a proposition for a 

theoretical framework regarding employee reactions to EPM based on justice perceptions and 

EPM characteristics (i.e. participation, disclosure, opportunity for feedback, tasks monitored, 

etc.), Ambrose and Alder (2000) suggested that the most negative reactions to EPM come 

from employees who do not know whether they are being monitored, why they are being 

monitored, or how they are being monitored. The survey study of 537 MTurk users by 

Willford et al. (2015b) mentioned earlier provides evidence for this proposition as results 

indicate that individuals who did not know if they were being monitored elicited the most 

negative responses to measures of invasion of privacy, fairness, and instrumentality of the 

monitoring systems. The findings from Wilford et al. (2015b) add to the existing literature on 

what causes employees to react negatively, including perceptions of privacy invasion, threat 

to personal and social identity (Alge et al., 2006; McNall & Stanton, 2011), and evaluation 

apprehension – the feeling of being watched by individuals who are making important social 

evaluations based on situational performance. This feeling of being constantly watched by 

individuals with power (i.e. management) often leads to task anxiety, which can be harmful 

to learning and development on behalf of the employee (Watson et al., 2013).  

Transparency can be a double-edged sword, however. A study of 108 students 

completing a monitored data entry task (cross-referencing data from written spreadsheets 

with computerized spreadsheets for accuracy) concluded that constant reminders of 

monitoring actions can lead to lower feelings of personal control and subsequently lower task 
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satisfaction (Stanton & Barnes, 1996). Thus, it is best to alert employees that EPM is 

happening in general and to not increase stress perceptions by continually reminding them of 

monitoring events. 

2. Be aware of all potential employee reactions to being monitored. In general, employees may 

perceive some degree of electronic monitoring as procedurally fair, but invasive nonetheless 

(McNall & Roch, 2007). Some EPM systems are more invasive than others and are 

differentiated by whether they are “active” or “passive” (Willford et al., 2017). An example 

of passive monitoring includes monitoring archived emails, whereas an example of active 

monitoring is evaluating real-time location (i.e., GPS, surveillance cameras), computer (i.e., 

time spent on computer) or internet use (i.e., website tracking) (Willford et al., 2017). 

Employees respond differently to these two types of EPM because they target different 

aspects of the employee; “passive” monitoring typically concerns artifacts of employee 

behavior (i.e., emails, number of phone calls) whereas “active” monitoring observes the 

employee’s actual behaviors, leading to feelings of intrusiveness and unfairness (Ambrose & 

Adler, 2000). It is important to note this distinction between EPM types because “active” 

monitoring can lead employees to engage in CWBs against individuals (i.e., incivility 

towards coworkers) and the organization (i.e., tardiness, withholding effort on job-related 

tasks) (Willford et al., 2017).  

The existing evidence tells us that some forms of EPM are more accepted than others 

(Willford et al., 2017), but organizations may be in situations where the benefits of 

monitoring and gathering information about employee behaviors (i.e., additional logistics 

metrics, location services, mobile communication) outweighs the potential negative aspects 

of EPM. Thus, there are a few things to keep in mind when considering the implementation 
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of an invasive EPM system: (1) make sure it is necessary to use these invasive techniques 

rather than less invasive options that may provide adequate information, (2) make sure 

employees understand the reasoning behind the decision and have an opportunity to voice 

their opinions and concerns, and (3) make sure employees understand the details of the 

monitoring system (e.g., what information is collected and stored and how is it used). These 

suggestions may not eliminate the negative reactions to invasive monitoring but they may 

mitigate them. 

3. Use EPM for learning and development rather than deterrence. Deterrence systems refer to 

EPM policies that are intended to limit unwanted behaviors or prevent employees from 

accessing non-work information (Wells et al., 2007). An example of a deterrence system is 

limiting internet access by blocking certain websites (e.g., social media sites). Results from 

the Wells et al. (2007) study of telecommunications representatives demonstrates that 

deterrence systems lead to feelings of unfair treatment, lower satisfaction, and less 

commitment to the organization (Wells et al., 2007). On the other hand, when employees 

understand that the system is used for learning and development and does not invade their 

personal boundaries, they are more likely to accept the system and view it as fair (Alge, 

2001; Alge, 2006; Boswell & Boudreau, 2000; McNall & Stanton, 2011; Zweig & Webster, 

2002). Moreover, when the organization uses EPM to generate productivity and task-related 

metrics for employees to improve their personal performance, employees experience 

significantly higher levels of EPM acceptance, satisfaction and organizational commitment 

than deterrence systems because the organization has demonstrated a genuine interest in 

helping the employee grow and progress in their position (Stanton, 2000b; Well et al., 2007). 

For example, consider the case of TechWiss, Inc., an e-health startup with an international 
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workforce of 55 employees. The company noticed that a coder in India was consistently 

missing deadlines for a mobile application development project, and instead of immediately 

firing him, they analyzed EPM data to find that he was not collaborating with coworkers 

through their online chat system, and as a result, his coding performance was suffering. 

TechWiss, Inc. provided the coder with a week of training, and his performance dramatically 

improved, demonstrating that developmental EPM enables companies to retain good workers 

and target specific behavioral improvements for better performance (Johnston, 2016). 

The instrumentality of the EPM system can also elicit different responses from 

employees. When EPM systems focus on both quality and quantity of employee output and 

employees are aware of the functionality of the EPM system, employees report higher levels 

of task satisfaction (Stanton & Julian, 2002). This increase in satisfaction occurs because the 

employee understands what aspects of task performance are important to the organization 

and the emphasis on employee quality reflects the organization’s genuine concern for the 

quality of their work (Stanton & Julian, 2002). Giving employees a sense of control over 

their work conditions in the presence of an EPM system (i.e. allowing them to manipulate the 

time and amount of feedback) can also mitigate the evaluation apprehension effect (the 

feeling of constantly being watched and evaluated throughout performance on a task). This is 

especially important for lower-skilled or newer workers because their performance and 

productivity will further suffer if they are continually reminded of being monitored (Aiello & 

Svec, 1993; Aiello & Kolb, 1995). On the other hand, higher-skilled workers may actually 

see EPM as a way of demonstrating their worth to the organization, and consequently, their 

performance and productivity may increase when they know they are being monitored 

(Aiello & Kolb, 1995; Alge et al., 2006).  
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4. Restrict EPM to only work-related behaviors. As mentioned earlier, many organizations are 

using employee monitoring technologies (i.e. Fitbits, health behavior tracking dashboards) to 

promote employee health and well-being by rewarding employees when they eat healthy 

food, accumulate steps, and successfully stop smoking (Paypro, 2015). Although these 

programs demonstrate genuine concern for employees, it is important to make such programs 

optional, minimally invasive, and not linked to job performance monitoring and evaluation. 

According to Plump and Ketchen’s (2013) guidelines for properly implementing a wellness 

program, it is essential to keep employee medical information private, make programs 

entirely voluntary, and clearly separate work hours from wellness activities. These 

recommendations are critical in the context of EPM, given that the vast data-capturing 

capabilities of EPM can easily blur the boundaries between work and personal life when not 

considered carefully. Without this separation, employees may be concerned about work-

related outcomes (e.g., promotions) being linked to measures of health which may result in 

the types of legal issues described earlier. Organizations can mitigate perceptions of privacy 

invasion and solidify the delineation between work and wellness by giving employees the 

option to control the monitoring system (i.e. turn it off at any time that they choose) (McNall 

& Stanton, 2011) and ensuring that information from the wellness program will not be used 

for other purposes. 

5. Consider organizational makeup (e.g., size, job characteristics) when implementing an EPM 

system. Not all EPM systems are created equal. There is a wide range of type and depth of 

EPM systems that are most appropriate for different organizations and jobs. Two issues for 

organizations to keep in mind when choosing an appropriate system are organization or unit 

size and type of job.  
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Organization or unit size is important to keep in mind for many reasons. EPM systems 

can be popular among large organizations because it allows easy monitoring of large 

numbers of employees in multiple offices both nationally and globally (Willford et al., 

2015b). However, larger organizations may struggle more with perceptions of injustice. A 

study that included data from 11 organizations in various industries such as architecture and 

engineering, banking, and health care found that as organization size increased, perceived 

levels of justice decreased (Schminke et al., 2011). This may be because larger organizations 

are viewed as less personal because supervisors with larger departments and more employees 

may not be able to have close interactions with all employees (Weber, Henderson, & 

Parsons, 1964; Daft, 1998; Schminke et al., 2000). Additionally, decisions about 

organization-wide policies in large organizations are likely to be made at higher levels 

without inclusion or participation from lower level employees. As mentioned, perceptions of 

justice and acceptance of decisions decrease when individual employee values and opinions 

are not considered (Leventhal, 1980; as cited in Willford et al., 2015b). When implementing 

an EPM system in a large organization, communication and transparency at all levels are 

very important. 

In addition to organization size, different types of monitoring may be better suited to 

different types of jobs. Job and task complexity, the extent to which an individual’s job 

position involves difficulty, ambiguity, and novel problem-solving to complete complex 

tasks, is an important factor to keep in mind (Campbell, 1988). As job complexity increases, 

so does the need for autonomy, control, and freedom for high performance (Chung-Yan, 

2010; Willford et al., 2015b). EPM systems that are stricter and more controlling may 

decrease the potential for necessary individual judgment, decision-making, and creativity 
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(Chung-Yan, 2010; Willford et al., 2015b). Thus, it is important that the EPM system in 

place does not prohibit the individual from engaging in behaviors that are essential to task 

completion. Giving the employee an opportunity to decide how and when the monitoring will 

take place will enhance this sense of control over working conditions, which is associated 

with greater perceived autonomy, and ultimately greater intrinsic motivation (McNall & 

Stanton, 2011). For example, managers at Zappos found that when it comes to monitoring 

customer service representatives, less stringent performance monitoring practices allow the 

company to empower them to engage in more creative problem-solving behaviors. Zappos 

measures average call time, but instead of allocating rewards to employees with the shortest 

averages, Zappos rewards employees for the length of time that they are engaging customer-

oriented interactions. Zappos has found that by monitoring the quality of the customer 

interaction rather than the speed of the interaction, representatives have more autonomy in 

deciding how to assist customers and ultimately engage in more creative problem-solving 

behaviors, such as visiting other websites or brick-and-mortar stores to help customers find 

products that are out-of-stock (Barkus, 2015; Verrill, 2012). This level of customer 

dedication and engagement has led to greater customer satisfaction, and demonstrates that 

EPM must be implemented so that does not inhibit creativity when it is essential to 

organizational performance. 

5. Summary 

EPM offers a multitude of helpful services for organizations, including performance 

management and productivity reports, mobile locational and communicative services, and 

trackable wellness programs. As noted, however, there are several factors to take into 

consideration when implementing an EPM system. In regards to benefits, EPM has the potential 
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to provide big-data representations of productivity and performance measurement as well as key 

information for learning and development. In order to reap the full benefits of an EPM system, 

however, several factors should be taken into consideration to avoid negative consequences. 

Depending on their use and construction, some EPM systems are related to feelings of injustice, 

privacy invasion, and decreased job satisfaction and organizational commitment. In turn, these 

attitudes can lead to CWBs, including withdrawal of effort, theft, lower productivity, and 

ultimately lower performance. Organizations can avoid these harmful consequences by keeping 

these five evidence-based guidelines in mind: (1) Be transparent with employees about EPM use, 

(2) be aware of all potential employee reactions to being monitored, (3) use EPM for learning 

and development rather than deterrence, (4) restrict EPM to only work-related behaviors; and (5) 

consider organizational makeup (i.e., size, job characteristics) when implementing an EPM 

system. 
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Table 1. Research-based recommendations and guidelines for implementing employee 

performance monitoring (EPM) systems  

Recommendations Implementation Guidelines 

1. Be transparent with 

employees about EPM use 
 Start by simply informing employees whether or not they 

are being monitored; the most negative reactions result 

from employees who are not aware they are being 

monitored 

 Give employees the opportunity to voice their concerns, 

suggestions, and responses to being monitored; be willing 

to adapt the system accordingly if feasible 

2. Be aware of all 

potential employee 

reactions to being 

monitored 

 Implement only if monitoring is crucial to organizational 

functioning because monitoring typically elicits negative 

responses regardless of implementation 

 Ensure that the EPM system being implemented is the 

least invasive option available for the functionality 

 Understand that active monitoring (i.e. real-time computer 

use) is considered more invasive than passive monitoring 

(i.e. monitoring emails) and invasiveness leads to 

counterproductive work behaviors (e.g., employee theft, 

absenteeism, cyberloafing) 

3. Use EPM for learning 

and development rather 

than deterrence 

 Avoid excessive blocking and limiting of website usage to 

prevent dissatisfaction and lack of commitment reactions 

 Condense EPM data into learning and development 

recommendations for employees rather than punishment 

 Ensure that the instrumentality of the EPM system entails 

both quantity and quality assessments of performance  

4. Restrict EPM to only 

work-related behaviors 
 Create a clear distinction between data used for wellness 

programs (i.e. Fitbits) and data used for performance 

management 

 Avoid using EPM capabilities (i.e. location) when 

employees are off-site engaging in non-work behaviors 

5. Consider organizational 

makeup (i.e., size, job 

characteristics) when 

implementing an EPM 

system 

 Ensure that the EPM system is clearly described and 

communicated throughout all levels of the organization; 

this is especially important for larger organizations to 

facilitate justice perceptions 

 Consider the characteristics of the job – complex jobs that 

require more freedom and autonomy for core tasks will 

need EPM systems that do not block crucial activities 

 


